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Snapshot

BSI teamed up with Cranfield School of Management to 
pull together the best available research evidence on 
Organizational Resilience. The evidence assessment, 
covering 181 academic articles, was supplemented with  
five case studies. 

The Organizational Resilience tension quadrant

• Organizational Resilience is the ability of an organization to anticipate, prepare 
for, respond and adapt to incremental change and sudden disruptions in order to 
survive and prosper.

• The thinking on Organizational Resilience has evolved over time and has been 
split by two core drivers: defensive (stopping bad things happen) and progressive 
(making good things happen), as well as a division between approaches that call 
for consistency and those that are based on flexibility.

• We identify four ways of thinking about Organizational Resilience: preventative 
control (defensive consistency), mindful action (defensive flexibility), 
performance optimization (progressive consistency) and adaptive innovation 
(progressive flexibility).

Organizational Resilience – finding fit, managing tensions and avoiding erosion

• Fit: Organizational Resilience needs to be fit for purpose. There is no single recipe 
and leaders need to find a balance between preventative control, mindful action, 
performance optimization and adaptive innovation that is appropriate to their 
mission and sector.

• Tensions: Leaders have to manage the tensions between the need to be both 
defensive AND progressive and also consistent AND flexible. Paradoxical thinking 
helps leaders shift beyond ‘either/or’ toward ‘both/and’ outcomes.

• Erosion: Organizational Resilience requires constant effort. If neglected, 
preventative control, mindful action, performance optimization and adaptive 
innovation will erode over time and can result in organizations sleepwalking into 
disaster.

Introducing the 4Sight methodology

• A new 4Sight methodology can help those in leadership roles throughout the 
organization introduce and sustain Organizational Resilience by developing four 
key practices: foresight, insight, oversight and hindsight.

• The 4Sight methodology complements the established Plan-Do-Check-Act (PDCA) 
methodology. Whilst PDCA provides consistency, 4Sight provides the flexibility to 
deal with the complex issues that abound in modern business.

• This report provides guidance on how these practices can be developed and 
illustrates how world-leading organizations have achieved Organizational 
Resilience.

“Organizational 
Resilience is 
the ability of an 
organization to 
anticipate, prepare 
for, respond and 
adapt to incremental 
change and sudden 
disruptions in order 
to survive and 
prosper”
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Foreword 
Howard Kerr, Chief Executive, BSI

In 2014, BSI produced guidance on anticipating, preparing for, responding and 
adapting to today’s volatile business climate. It represents collective best 
practice thinking, created by industry for industry, the world’s first standard on 
Organizational Resilience, BS 65000.

Little did we suspect how valuable such work would become to a global business 
community that continues to experience unprecedented economic and political 
uncertainty, and senior executives were keen for further detail on this subject.

We independently assessed their attitudes in 2015 with a global study of business 
leader opinion, which found that almost nine in ten saw resilience as a priority 
for their business, while eight in ten believed it to be indispensable for long-term 
growth. 

This original study, carried out in partnership with the Economist Intelligence Unit, 
revealed that just a third of CEOs were confident their organization possessed the 
resilience to survive long term. 

With this new report, we have commissioned one of the world’s foremost 
management schools to address that capability gap, consolidating 50 years of 
management theory into a single report. 

Striving for excellence requires business leaders to challenge complacency, promote 
vigilance and embrace the need for continual improvement. This report reveals that 
many organizations are instead sleepwalking to disaster through complacency of 
processes and practice. 

This report highlights that ‘waiting out a storm’ is no longer an option. Rather, 
leaders must face the paradox of embracing risk if they are to succeed. Doing so 
requires them to prepare their businesses to react to threats as opportunities, 
adapting to survive and prosper. 

For those of us at BSI, this is the true meaning of Organizational Resilience. That 
a resilient organization is one that not merely survives over the long term, but 
flourishes. We believe that mastering Organizational Resilience offers the best 
opportunity to pass the test of time, unlocking future prosperity and securing 
longevity. Those that learn to spring forward and not back, reap dividends for their 
company, employees, investors, customers and society in general.

My hope is that this paper provides leaders with the insight to recognize the 
need to lead their organization in taking measured risks and in doing so master 
Organizational Resilience. 

Howard Kerr, 2017

“Nine in ten saw 
resilience as a 
priority for their 
business, while 
eight in ten 
believed it to be 
indispensable for 
long-term growth.”
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Introduction

Why are some organizations more successful in coping with, and responding to, 
the complexity, volatility and uncertainty of the current business environment? 
Why do some organizations facing adversity focus on the negative, whilst others 
successfully seize the opportunity to adapt and change? As a leader, what more 
could you do to ensure Organizational Resilience for your business?

This report provides insight into how organizations can “anticipate, prepare for, 
respond and adapt to incremental change and sudden disruptions in order to 
survive and prosper” (BS 65000, BSI, 2014). Understanding the dynamics of resilience 
has assumed greater urgency in the face of challenges such as natural disasters, 
terrorism, economic recession, mass migration, cyber threats, long-term healthcare 
issues such as obesity, and a host of other socio-political and economic trends. 
New technologies, such as integrated systems with artificial intelligence, the 
‘Internet of Things’, and the ‘circular economy’ also present both new opportunities 
and potential threats. In addition, many industries have become globalized, with 
the progressive international dispersion of their products and services, and the 
disaggregation of their supply chains, making it increasingly difficult to ensure 
that quality, safety, and labour standards are maintained. In response to these 
challenges, business leaders are increasingly aware that Organizational Resilience 
will help them grow their businesses and protect their continuing performance.

Resilience is required for businesses to respond to disruptions as well as positively 
adapt in the face of challenging conditions, leveraging opportunities and delivering 
sustainable performance improvement. Simply put, senior executives need to both 
‘ insure’ against bad events (Stephenson, 2010), while at the same time adapt and 
change before the cost of not doing so becomes too great. Identifying best practice 
in Organizational Resilience is a significant challenge, not least because of the 
conflicting guidance found across a variety of information sources. To address this 
issue, BSI teamed up with Cranfield School of Management to assemble the best 
available research on Organizational Resilience and to explore how it has evolved as 
a principle, and to better understand the best practice of world-leading firms. 

Our approach (see Appendix 1) included a rapid evidence assessment (REA), 
which identified 181 academic studies, as well as a wealth of books and reports 
on Organizational Resilience. We supplemented the REA with case studies of 
organizations that had been identified as exhibiting best practice in Organizational 
Resilience: 

• Infosys (India)

• Baiada (Australia)

• NxtraData (India)

• SAP (Germany)

• Ciena (USA)

“Senior executives 
need to both 
‘ insure’ against bad 
events, while at the 
same time adapt 
and change before 
the cost of not 
doing so becomes 
too great”
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The evolution of thinking on Organizational 
Resilience 

Research and thought leadership on Organizational Resilience has developed over 
the last 40 years in several different fields (see Figure 1). We identify five distinct 
phases, with five contrasting perspectives. A defensive perspective that focused on 
loss avoidance and value preservation drove the first two phases:

1. Preventative control. Organizational Resilience is achieved by means of risk 
management, physical barriers, redundancy (spare capacity), systems back-ups 
and standardized procedures, which protect the organization from threats and 
allow it to ‘bounce back’ from disruptions to restore a stable state. i.e. defensive + 
consistent. 

2. Mindful action. Organizational Resilience is produced by people, who notice and 
react to threats and respond effectively to unfamiliar or challenging situations. i.e. 
defensive + flexible. 
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COMPLYING

Figure 1: The evolution of Organizational Resilience thinking over time

It soon became recognized that Organizational Resilience was not only about 
learning to bounce back (Wildavsky,1988), but also the ability to ‘bounce forward’ 
(Manyena, O’Brien, O’Keefe and Rose, 2011) to grow and prosper in the future 
(Reich, 2006). Again, there were two further phases and perspectives on how this 
could be achieved:

3. Performance optimization. Organizational Resilience is formed by continually 
improving, refining and extending existing competencies, enhancing ways of 
working and exploiting current technologies to serve present customers and 
markets i.e. progressive + consistent. 

4. Adaptive innovation. Organizational Resilience is created through creating, 
inventing and exploring unknown markets and new technologies. Organizations 
can be the disruption in their environment i.e. progressive + flexible. 
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The Organizational Resilience ‘Tension 
Quadrant’

5. Thinking on Organizational Resilience has been split between behaviours that 
are defensive (stopping bad things happen) and those that are progressive 
(making good things happen), as well as between behaviours that are consistent 
and those that are flexible. These four viewpoints form an integral part of 
a framework, which we have termed the Organizational Resilience ‘Tension 
Quadrant’ (Figure 2). 

FLEXIBILITY 
(Ideas, views,  

actions)

PROGRESSIVE 
(Achieving results)

DEFENSIVE
(Protecting results)

CONSISTENCY 
(Goals, processes,  

routines)

ADAPTIVE 
INNOVATION 

 
Imagining and 

creating

PERFORMANCE 
OPTIMIZATION

 
Improving and  

exploiting

PREVENTATIVE 
CONTROL

 
Monitoring and 

complying

MINDFUL 
ACTION

 
Noticing and 
responding

Figure 2: The Organizational Resilience ‘Tension Quadrant’

The differences between these perspectives and behaviours have been the source 
of much disagreement and misunderstanding. It is hardly surprising that leaders 
seeking to enhance Organizational Resilience receive conflicting guidance. More 
recently, a new, fifth strand of thinking on Organizational Resilience has emerged 
that integrates, balances and seeks fit (fitness for purpose). Put simply, senior 
leaders must manage the tensions between the four approaches if organizations are 
to be truly resilient – and this requires paradoxical thinking. 

6. Paradoxical thinking. Organizational Resilience is achieved by balancing 
preventative control, mindful action, performance optimization and adaptive 
innovation, and managing the tensions inherent in these distinct perspectives.

The different perspectives and behaviours are discussed in more detail in the 
following sections.

Preventative control: defensive and consistent

Society expects organizations and critical infrastructures to be safe, secure and 
dependable, and that industry, government, regulators and service-deliverers have 
appropriate and continually improving capabilities to ensure this. Major disruptive 
events rarely occur spontaneously (Perrow, 1984). Small problems and errors, which 

Key learning point:  
There are two core 
drivers of Organizational 
Resilience – defensive and 
progressive – and there 
are two core perspectives 
on how resilience can be 
achieved – consistency 
and flexibility. Where 
these have not yet been 
integrated into a holistic 
framework, integration, 
balance and fit (for 
purpose) are essential. 
This requires paradoxical 
thinking. 
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are not rectified at source, can cascade into more significant events. As damage 
propagates, it may induce component failure and eventually system failure (Perrow, 
1984). Regulating the system involves protecting it from threat by promoting 
constancy and predictability. The ultimate goal of regulation is to produce fail-safe 
system designs. Defences, barriers, safeguards and back-ups occupy a key position 
in this approach. Systems have multiple defensive layers: some are engineered, 
others rely on people, and yet others depend on procedures and administrative 
controls (Reason, 1990; 2000). Many companies have instigated performance 
improvement programmes that focused on conformity to industry standards, 
equipment design and maintenance and inspection. Reliability engineering and 
management have been used to design ‘demonstrably resilient’ systems. The focus 
has been on excellence in operating procedures, certification and competence 
and the assessment and management of risk. “A resilient organization must 
manage its information – physical, digital and intellectual property – throughout its 
lifecycle, from source to destruction” (BSI, 2014). To safeguard sensitive information, 
mechanisms must also be in place to safeguard a company’s data and protect the 
company against unauthorized and unintended uses of the IS/IT systems (Ignatiadis 
and Nandhakumar, 2007)1. See the Infosys, NxtraData, SAP and Ciena case studies for 
examples of how such ‘Information Resilience’ can be achieved (Appendix 2).

Resilient organizations take precautionary measures in the face of potential 
problems. These actions include arrangements such as business continuity plans 
and training for emergency responses. See the Baiada case study for examples 
of such action (Appendix 2). Studies of ecological challenges (Holling, 1973) have 
emphasized the need for organizations not only to guard against failure but also to 
absorb and recover from the disruptions (Timmerman, 1981). In one of the earliest 
studies of Organizational Resilience, Meyer (1982) studied how hospitals responded 
to an unexpected doctors’ strike and used the term ‘resiliency’ (p520) to refer to 
an organization’s ability to respond to the disruption and restore prior order. From 
this perspective, Organizational Resilience is the “ intrinsic ability of an organization 
(system) to maintain or regain a dynamically stable state, which allows it to continue 
operations after a major mishap and/or in the presence of a continuous stress” 
(Woods and Hollnagel, 2006). 

Research suggests that resilient organizations deploy rather than restrict resources 
when facing threat. For example, Gittell, Cameron, Lim and Rivas (2006) found that 
firms which engaged in layoffs as a response to the terrorist attacks of September 
11, 2001 compromised their established relationships with suppliers and customers 
and were less able to regain profitability. The organizations that laid off employees 
also compromised their ability to respond effectively to subsequent disruptions. This 
study found that firms with the greatest financial reserves, and that had avoided 
high levels of debt (e.g. Southwest Airlines) prior to the event, were able to return to 
and surpass previous levels of performance without resorting to layoffs. 

Reserve capacity (slack resources) allows systems to cope with unexpected 
circumstances (Rochlin, LaPorte and Roberts, 1987; Leveson, Dulac, Marais and 
Carroll, 2009). Time is also regarded as an important resource and slack is added to 
the decision-making process, enabling actors to assess the effects of their decisions 
first, without affecting the overall system (Lawson, 2001). Organizations need a viable 

1.  It should be noted that IT/IS is rarely mentioned in the literature on Organizational Resilience.  There is, however, a growing literature on 
cyber security and the importance of this threat should be appreciated.

“A resilient 
organization 
must manage its 
information – 
physical, digital and 
intellectual property 
– throughout its 
lifecycle, from source 
to destruction”
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business model that allows financial reserves (or slack resources) to be built up, 
so that these resources can be used to provide a strong commitment to employees 
during times of crises, and sustain relationships that act as enabling conditions for 
organizations to return quickly to full performance (Gittell et al., 2006).

In the last decade the requirement to respond to external threats has extended into 
supply chain disruption research (Chopra and Sodhi, 2004; Kleindorfer and Saad, 
2005; Craighead, Blackhurst, Rungtusanatham and Handfield, 2007; Stecke and Kumar, 
2009). Interdependencies that exist in the supply network (Rice and Caniato, 2003), 
the reliance on critical nodes (Craighead et al., 2007) and the pursuit of efficiency 
gain and over-optimization have resulted in networks that are often extremely 
fragile and vulnerable to disruptions (Hendricks and Singhal, 2003; Christopher and 
Peck, 2004; Tang, 2006). In contrast, resilient supply chains2 are flexible and agile and 
contain redundancy through modular design and diversification (Rice and Caniato, 
2003; Christopher and Peck, 2004; Sheffi and Rice, 2005; Sheffi, 2007). Juettner and 
Maklan (2011) examined supply chain resilience in the global financial crisis and 
concluded that four resilience capabilities (flexibility, reaction speed/velocity, access 
to timely information, and collaborations among supply chain members) can avoid 
or limit the impacts of adverse events on revenue, cost and lead time/availability 
targets. 

Preventative control: at its best and signs of weakness

At its best Signs of weakness

Known problems are solved using proven 
techniques

Systems and people are impractical and rigid – ‘go 
by the book’

Standard ways to do things are perfected by fine 
tuning

Local practice has taken over from written 
procedure and has become ‘normal’

Redundancy through design and diversification has 
a stabilising effect 

Inefficient and complex systems and processes; 
analysis paralysis

Disturbances are quickly counteracted by planned 
responses

Prearranged corrective actions are unclear or 
impracticable 

Mindful action: defensive and flexible 

To be resilient is to be prepared for adversity, which requires “ improvement in 
overall capability, i.e. a generalized capacity to investigate, to learn, and to act, 
without knowing in advance what one will be called to act upon” (Wildavsky, 1988). 
Rather than relying on static controls and reactive responses, Organizational 
Resilience also requires resources that can be activated, combined, and recombined 
in new situations, as challenges arise (Sutcliffe and Vogus, 2003). An important 
contribution of this stream of work is that people are not regarded purely as sources 
of error, but provide a positive contribution towards resilience (Hollnagel, Woods 
and Leveson, 2006). For example, it has been suggested that the operator’s role is 
to make up for holes in the designer’s work (Rasmussen, 1986). Thus, the focus of 
resilience thinking shifted to the need for a culture that facilitated noticing and 
containing problems (Sutcliffe and Vogus, 2003). 

Some organizations, despite operating in complex and dynamic environments, face 
many opportunities for failure in their daily operations but almost never experience 

2.  It should be noted that the supply chain disruption literature is extensive.  An ongoing systematic review conducted by colleagues at 
Cranfield School of Management Anurag Tewari identified 118 academic studies.

Key learning point:  
Organizational Resilience 
requires control (multiple 
independent, and 
redundant, layers of 
protection for all critical 
assets e.g. people, product, 
property, information etc.) 
and compliance (standard 
operating procedures, 
processes and training).
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an operating failure or disruption. Management experts have labelled these ‘high 
reliability organizations’ (HROs). HROs have been urged to include organizations 
such as some nuclear facilities, nuclear aircraft carriers, oil and gas companies, 
commercial airlines and more latterly some hospitals, schools and public utilities 
(La Porte, 1996; La Porte and Consolini,1991; Weick and Roberts, 1993; Weick, Sutcliffe 
and Obstfeld, 2005). The HRO literature draws attention to the teamworking and 
cognitive processes that contribute to the avoidance, trapping or mitigation of 
incidents (Weick et al., 1993; Weick et al., 2005; Weick and Sutcliffe, 2007). 

A central feature of high reliability organizations is the idea of mindful organizing, 
which is considered to involve five interrelated mechanisms: 

1. Preoccupation with failure: HROs prioritize reliability (Leveson et al., 2009) and 
are said to have “healthy uneasiness” about what might go wrong, which enables 
them to remain sensitive to all possible threats (Hollnagel et al., 2006; Weick and 
Sutcliffe, 2007).

2. Reluctance to simplify interpretations: HROs make deliberate attempts to 
create a very complete picture of the work and the work environment, as well 
as encouraging diversity of opinion, so that teams can express different ideas. 
Alternative voices and perspectives are encouraged; they search for disconfirming 
evidence and challenge the assumptions people are making. 

3. Sensitivity to operations: Leaders and staff in HROs are constantly aware of 
how their decisions and actions affect the organization (Weick and Sutcliffe, 
2007). It also involves closing loopholes in processes and maintaining situational 
awareness (Klein, 2008). 

4. Commitment to resilience: There is a recognition that things will go wrong 
that can’t be predicted, but they can be identified and responded to quickly to 
minimize the harm. 

5. Deference to expertise: (Weick and Sutcliffe, 2007). HROs exhibit an adaptive, 
flexible or ‘organic’ nature (Weick et al., 2005), which enables them to be 
hierarchical and rule-based during normal operations but decentralized and 
responsive in high tempo and emergency modes (Weick and Roberts, 1993; 
Leveson et al., 2009). This means recognizing that those closest to the frontline 
are the experts and empowering them to make decisions when a critical issue 
arises, resulting in quicker mitigation of harm. In HROs, senior leaders conduct 
frequent walk-rounds to reinforce expected behaviours and to help find and fix 
critical issues. HROs have daily operational briefs where they look back to learn 
from problems and look forward to predict and lessen risk or harm, thereby 
maximizing the learning from incidents and near misses (Leveson et al., 2009). 

Individual training, experience, and the development of specialized knowledge 
enhance Organizational Resilience (Coutu, 2002). Organizational Resilience is 
improved when employees possess psychological capital consisting of four 
synergistic factors: self-efficacy, optimism, hope and resiliency (Sutcliffe and 
Vogus, 2003; Youssef, Luthans and Youssef, 2007). As individuals gain control over 
key task behaviours and exercise discretion in performing those actions, they 
develop a sense of efficacy and competence (Sutcliffe and Vogus, 2003). As a 
sense of competence increases, individuals are better able to respond effectively 
in unfamiliar or challenging situations and persevere in the face of failures and 
challenges (Masten and Reed, 2002). These people can “respond quickly and 

Alternative voices 
and perspectives 
are encouraged; 
they search for 
disconfirming 
evidence and 
challenge the 
assumptions people 
are making. 
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effectively to change while enduring minimal stress’’ (Mallak, 1998) and ‘‘rebound 
from adversity strengthened and more resourceful’’. When employees have 
experiences that add to their growth, competence/expertize, and efficacy they are 
more likely to exercise behaviours such as judgement, discretion and imagination 
(Luthar, Cicchetti and Becker, 2000), which enhances their ability to cope with 
unfamiliar events.

Mindful action: at its best and signs of weakness

At its best Signs of weakness

People are wary about what could go wrong People being too certain about how things are 

Opportunities and problems are noticed, 
understood and addressed quickly

Signs of problems are missed; people who raise 
issues are ignored; people don’t report errors

People exercise judgement, discretion, and 
imagination when faced with challenges

People diffuse responsibility for resolving 
problems and defer decision making and action to 
others 

People are empowered to act when they recognize 
a problem 

People are blamed quickly if they make errors or 
fail to follow procedures

Performance optimization: progressive and consistent

Driven by globalization, the need for downward pressure on costs and the aim of 
improvements in shareholder value, many organizations have focused on the need 
to plan, organize for and realize efficiency gain and increase productivity (Judge, 
Piccolo and Ilies, 2004). Performance optimization involves learning to do existing 
things better, delivering goals and meeting the needs of the public, the media, 
regulators and the government, who all demand that products and services be 
delivered that ‘work right this time, next time and every time’. Typically, optimizing 
involves process enhancement, including the refinement, extension and exploitation 
of existing assets and competencies, technologies, and paradigms (March, 1991). 
For an organization this means “ identifying operational improvements across its 
products/services and processes in order to meet the needs of its customers over 
time, through to how it governs itself” (BSI, 2014). 

Optimization often involves formalized structures for authority and decision-making, 
a focus on internal integration through planning and coordination of operations, 
resource allocation and structuring of tasks (Marion and Uhl-Bien, 2002; Uhl-Bien, 
Marion, and McKelvey, 2007; 2008). Leadership is a critical aspect of optimization, 
often achieved by helping followers understand role and task requirements (Bass, 
1985), providing answers (Grint, 2005) (Osborn and Hunt, 2007), creating and using 
rewards as reinforcement and intervening when best practice is not met (Burns, 
1978). When change occurs it is often controlled and planned, involving sequential 
steps (Kotter, 1996) for altering organizational and individual behaviour. Leadership 
can shield people from threat, keep order and reduce conflict (Grint, 2005). Building 
consensus and commitment is critical for eliminating discord and misunderstanding. 
Just as manufacturers routinely target zero defects, resilient organizations should 
aim for ‘zero trauma’ (Hamel and Valikangas, 2003). In a resilient organization 
following an optimization agenda change happens “with no calamitous surprises, no 
convulsive reorganizations, no colossal write-offs and no indiscriminate, across-the-
board layoffs” (Hamel and Valikangas, 2003). 

Key learning point:  
Organizational Resilience 
requires proactive 
management and a culture 
that is focused on noticing 
and responding to threats 
and opportunities.
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Performance optimization: at its best and signs of weakness

At its best Signs of weakness

Performance improvement – ‘do what we do better’ Lack of novel ideas on how to ‘do better things’

Known solutions are implemented quickly – even 
by edict

Overconfidence in “best” practice; viewpoints of 
non-experts are excluded; 

A clear sense of direction, goals, roles and 
responsibilities

People’s individual identities and motives are at 
odds with the organizational goals

A strong individual leader who people can relate to Lack of leadership at all levels; lack of devolved 
ownership and responsibility

Adaptive innovation: progressive and flexible

“It is not the most intellectual of the species that survives; it is not the strongest 
that survives; but the species that survives is the one that is able to adapt to and to 
adjust best to the changing environment in which it finds itself” (Megginson, 1964).

The famous quote, often attributed to Charles Darwin, highlights the importance 
of adaptation. In today’s business environment the rapid production of knowledge 
and innovation is critical to organizational survival (Uhl Bien et al., 2008). Innovation 
involves creative problem-solving, innovation and learning, which have become 
critical to competitive advantage (Santos and Eisenhardt, 1989). In response to these 
challenges, organizations can no longer engage in technical change by applying 
known solutions and current know-how that can be implemented by experts, 
rather they need to engage in adaptive change that “requires going beyond any 
authoritative expertize to mobilize discovery, shedding certain entrenched ways, 
tolerating losses and generating the new capacity to thrive anew” (Heifetz, 1994; 
Heifetz and Laurie, 1997; Heifetz and Linsky, 2002). This requires experiments, new 
discoveries and invention from numerous places in the organization or community. 

A fundamental premise of innovation is that the future is not an extrapolation of the 
past. There are different pathways, differing start points and differing trajectories. 
Responsiveness involves systems thinking, looking for patterns and connections, 
examining knock-on effects and shifting the focus between individual parts of 
the system and the system as a whole. Leadership is required to help identify the 
adaptive challenge (Heifetz, 1994; Plowman, Silansky, Beck, Baker, Kulkarni and Travis., 
2007) but also to disrupt conventional thinking about solutions by challenging 
the commonly accepted understanding of the underlying problem. To stop people 
becoming complacent leadership may be required to conflict, create controversy and 
foster discomfort (Lichtenstein and Plowman, 2009; Heifetz, 1994). Leadership can 
also help to create an atmosphere that tolerates dissent and divergent perspectives 
on problems (Heifetz and Laurie, 1997; Uhl-Bien et al., 2007). Innovation requires 
people to experience and observe the situation from multiple viewpoints, listen to 
dissident voices and encourage divergent perspectives on problems (Heifetz and 
Laurie, 1997). 

Key learning point:  
Organizational Resilience 
involves the improvement, 
refinement, extension and 
exploitation of existing 
assets and competencies, 
technologies, and paradigms
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Key learning point:  
Organizational Resilience 
involves changing before 
the cost of not changing 
becomes too great. 
This requires learning 
to do new things by 
changing underlying 
values and assumptions, 
creative problem solving, 
innovation and learning.

Adaptive innovation: at its best and signs of weakness

At its best Signs of weakness

Productive tension disrupts existing patterns and 
generates a search for new possibilities

Entrenched thinking; People often resist even 
acknowledging adaptive challenges

Creative thinking and problem solving by people 
drawing on multiple perspectives and taking risks 
in a safe environment

Lack of diversity of people and outlooks; 
nonconforming voices are ignored; people are too 
frightened to try something new

Collective strategic action with rich interactions 
coalition formation, negotiation and compromise

Silos; people refer to “them” and “us”; resources or 
ideas aren’t shared 

Systems-wide changes across borders and 
boundaries; multidimensional and fundamental 
changes

Quick fixes; local changes; reinventing the wheel; 
change is resource intensive and slow - the search 
for solutions goes on

Organizational Resilience – finding fit, managing 
tensions and avoiding erosion

Senior leaders need to manage the tensions between these four approaches 
if organizations are to be truly resilient. We suggest that the shape of the 
Organizational Resilience Tension Quadrant (Figure 3) will depend on the nature of 
organization, its operations, and the industry, particularly level of uncertainty and 
industry clock speed (rate of technological, regulatory and market change). We tend 
to find, for example, that organizations with high potential for accidents, such as 
energy production, transport, mining, and construction, are often weighted toward 
the preventative control (defensive consistent) quadrant. It should be noted that 
a preoccupation with one particular dimension could create blind spots that can 
impair Organizational Resilience. 

ABILITY TO 
ANTICIPATE, PREPARE 
FOR, AND RESPOND 

AND ADAPT TO 
INCREMENTAL 
CHANGE AND  

SUDDEN  
DISRUPTIONS

Integration, balance and fit  
(for purpose) are essential

FLEXIBILITY 
(Ideas, views,  

actions)

PROGRESSIVE 
(Achieving results)

DEFENSIVE
(Protecting results)

CONSISTENCY 
(Goals, processes, 

routines)

ADAPTIVE INNOVATION 
Imagining and creating

MINDFUL ACTION 
Noticing and responding

PREVENTATIVE CONTROL
Monitoring and complying 

PERFORMANCE OPTIMIZATION 
Improving and exploiting

Figure 3: Organizational Resilience Tension Quadrant: blending defensive and progressive thinking
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Managing tensions

Leaders need to manage the tensions between defensive and progressive views of 
Organizational Resilience. This has also been termed a tension between production 
and prevention (Reason, 1990; Leveson et al., 2009), or thoroughness and efficiency 
(Woods and Hollnagel, 2006). An overemphasis on the defensive agenda impedes 
resilience because the organization becomes inflexible and unproductive. An 
overemphasis on the progressive agenda impedes Organizational Resilience because 
a unitary emphasis on achieving more from less can result in excessive cost cutting. 
Resilient organizations are said to be both “highly adaptable to external market 
shifts” yet also “focused on and aligned behind a coherent business strategy” 
(Neilson, Pasternack and Van Nuys, 2005).

Senior leaders also need to manage the tension between consistency and flexibility. 
This has been expressed variously in studies as exploitation or exploration (March, 
1991), administration or adaptation (Uhl-Bien et al., 2007) predictability or possibility 
(Holling, 1973), controlling risk or taking risk, compliance or judgement (Woods and 
Hollnagel, 2006), unity or diversity (Hamel and Valikangas, 2003). 

Adaptive  
Innovation 

imagining and  
creating 

Performance  
Optimization

 
improving and  

exploiting

Preventative  
Control

 
monitoring and  

complying

Mindful  
Action

 
noticing and  
responding

Innovation::Action 
 

Exploring novel option and 
developing new business 

opportunities AND 
responding rapidly  

to shifting problems  
(fire fighting)

Optimization::Innovation 
 

Doing what we do better 
AND doing something 

new that is better 

Optimization::Control  
 

Meeting productivity 
goals (ends) AND 

operating dependable 
processes (means) 

Action::Control 
 

Following the rules AND 
taking ownership of 

emergent problems and 
formulating solutions 

Direction  
and  
coordination  
of work AND 
devolving ownership 
and responsibility 

Optimization::Action

Control::Innovation 
 

Internal consistency 
(risk avoidance) 

AND external 
adaptation  

(risk  
taking)

Figure 4: Managing the Organizational Resilience Tensions

These tensions (see Figure 4) are often seen as separate opposites (Lewis and 
Smith, 2014), with an ‘either/or’ choice. However, accepting and engaging with these 
tensions enables people to live and thrive with paradox (Lewis and Smith, 2014). 
Tensions can create conflicts and inconsistencies that motivate a search for new 
possibilities (Festinger, 1957) and can inspire learning, discovery, and creativity. 
Building on the idea of hybridity, the term ‘ambidextrous’ suggests “firms needed 
to shift structures to initiate and, in turn, execute innovation”. (Duncan, 1976). 
Tushman and O’Reilly (2007) identify three ambidexterity mechanisms: ‘sequential’ 
i.e. changing structures over time, ‘simultaneous or structural’, i.e. separate groups 
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within the organization for the two separate strategies, and thirdly ‘contextual’ 
i.e. people make their own judgements about how to divide their time between 
conflicting demands for alignment and adaptability (Gibson and Birkinshaw, 2004). 
Contextual ambidexterity is achieved when people feel discipline, stretch, support, 
and trust (Ghoshal and Bartlett, 1994). Leadership can exacerbate or ameliorate 
the tensions in Organizational Resilience (Uhl-Bien, Marion and McKelvey, 2007). 
Effective leadership can enable “reinforcing, virtuous cycles” (Lewis and Smith, 2014). 
Leveraging these tensions by employing ‘both/and’ thinking (Farjoun, 2010) is a 
critical aspect of Organizational Resilience.

Avoiding erosion

Numerous high profile failures in retail, manufacturing, energy production, 
healthcare, public services and banking and other sectors have shown that failures 
tend to occur when preventative control, mindful action, performance optimization 
and adaptive innovation are eroded over time. Figure 5 shows the typical pattern of 
a failure. 

FLEXIBILITY 
(Ideas, views,  

actions)

PROGRESSIVE 
(Achieving results)

ABILITY TO 
ANTICIPATE,  

PREPARE FOR, AND 
RESPOND AND  

ADAPT TO 
INCREMENTAL 
CHANGE AND  

SUDDEN  
DISRUPTIONS

DEFENSIVE
(Protecting results)

CONSISTENCY 
(Goals, processes, 

routines)

Organizational Resilience 
is eroded

ADAPTIVE INNOVATION 
Imagining and creating

MINDFUL ACTION 
Noticing and responding

PREVENTATIVE CONTROL
Monitoring and complying 

PERFORMANCE OPTIMIZATION 
Improving and exploiting

Figure 5: The erosion of Organizational Resilience: sleepwalking into disaster

Performance optimization is eroded when organizations enjoy a long period of 
success resulting in the dismissal of the possibility of future failure (Hollnagel et al., 
2006). A singular focus on short-term productivity gain has also proved detrimental 
to medium-term mission and sustainable performance as the primary goal. Over 
time organizations create the illusion that “failure can’t happen here” (Woods and 
Cook, 2002).

Adaptive innovation is inhibited when the organization feels the threat of impending 
crisis. Organizations tend to control expenditure and resources and focus on the 
one thing they do well (e.g. their core product or service), known as a threat-rigidity 
effect (Staw, Sanderlands and Dutton, 1981). By implication, the range of options 
open to the organization narrows and it becomes progressively more difficult to 

Key learning point:  
Organizational Resilience 
requires preventative 
control, mindful action, 
performance optimization 
and adaptive innovation. 
Paradoxical thinking helps 
leaders shift beyond 
‘either/or’ towards ‘both/
and’ outcomes.
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reverse decisions, and the organization can become ‘path dependent’ getting locked, 
it loses its capability to adopt better alternatives (Sydow, Schreyogg and Koch, 2009).

Preventative control is diminished over time. Reason (1990) argued that each 
defensive layer is like a slice of Swiss cheese, having many holes. The holes in 
the defences arise because of latent problems (Reason, 1990), such as defective 
maintenance, poor training, when local practice takes over from written procedure  
(Snook, 2000) and ‘deviant acts’ become normalized (Vaughan, 1996). When the holes 
in many layers momentarily line up, an incident can occur.

Mindful action is weakened when organizations stop investing in the competence 
of their people, maintaining efficacy and encouraging growth (Sutcliffe and Vogus, 
2003), as well as the structures and practices people become inattentive (Simons 
and Chabris, 1999), become mindless (Langer, 1989) and lose situational awareness 
(Klein, 2008). In hierarchical organizations those with expertise who are closest to 
the problem are not empowered to act (Weick and Sutcliff, 2007) and people diffuse 
responsibility for taking action (Latané and Darley, 1970).

Organizational Resilience can be undermined as these factors can combine to 
create blind drift and organizations can sleepwalk into disaster. Once failure does 
occur most organizations respond by bolstering preventative control by adding new 
safeguards, reinforcing barriers and redoubling training efforts but rarely engage 
in fundamental changes to the adaptive innovation or mindful action aspects of 
resilience (Denyer and Pilbeam, 2015) 

In hierarchical 
organizations those 
with expertise who 
are closest to the 
problem are not 
empowered to act
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Introducing the 4Sight methodology

The final section of the report will explore more specific requirements of 
Organizational Resilience using a new methodology, ‘4Sight’, which provides a 
leadership agenda for Organizational Resilience. 4Sight is particularly useful for 
dealing with complex problems such as designing a new software application, 
developing a new technology, planning a new infrastructure system, implementing 
a major change programme or dealing with a crisis. Such challenges are difficult 
to resolve because of incomplete or contradictory knowledge, the number of 
stakeholders and opinions involved, the financial risk, and the interconnected nature 
of these problems with other issues. Problems that involve changing behaviour, 
values and priorities, or that are indeterminate in scope and scale, are particularly 
“wicked” (Rittel and Weber, 1973). Mobilizing people to meet these challenges and 
problems is at the heart of Organizational Resilience. 4Sight describes a repeatable 
process employing creative thinking. It involves four core processes (see Figure 5). 

INSIGHT

HINDSIGHT

FORESIGHT

OVERSIGHT

Learn the right lessons 
from your experience

Interpret and respond to 
your present conditions 

Monitor and review  
what has happened and 

assess changes

Anticipate, predict and 
prepare for your future

ACT
Respond  

and create 
disruptions and
opportunities

Figure 6: The 4Sight model of Organizational Resilience

Foresight 

Anticipate, predict and prepare for your future. 

The worst kind of uncertainty is being unaware of what you don’t know. Therefore, 
scan for the stimuli to which the organization must respond if it is to survive and 
grow. This will require constant surveillance for possible opportunities and potential 
threats to the organization. Systematically explore possible, plausible, probable 
and preferred futures. This foresight will help people in your organization to be 
mentally prepared for uncertainty and change. Foresight also needs an inward focus 
to help your people anticipate and notice problems, errors and issues within the 
organization that could grow into significant incidents. Encourage people to heed 
the warning signs and attend to ‘weak signals’ on impending problems. Just as with 
evolution, the secret of resilience is variation, which, in organizational terms, comes 
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from multiple perspectives and diversity. Embrace multiple viewpoints and listen to 
diverse voices. 

Insight 

Interpret and respond to your present conditions. 

Bring people together to pause, step back and see the big picture, helping them 
consider the interactions between the various parts of the organization. Examine 
knock-on effects and shift your focus between individual parts of the organization 
and the organization as a whole. Try to bring clarity and focus to the challenges you 
confront and frame them in ways that helps people create shared understanding 
and shared commitment. Look for patterns and connections in your environment 
and develop multiple hypotheses about what is really going on. This involves 
systematically gathering information and evidence from diverse sources including 
first hand observation of customers in the field or frontline staff to continually 
refine and update your understanding of the status of ongoing operations and the 
environment you face. In short, build situational awareness. Search relentlessly for 
latent problems and errors. Encourage people to report anomalies, mistakes and 
concerns, however minor, without fear of retribution, and provide confidence that 
people’s concerns will be addressed. 

Avoid becoming detached from what users and frontline employees do, say, 
think and feel. Spend time observing, engaging and empathizing with people to 
understand their experiences and motivations, as well as immersing yourself in 
the physical environment to have a deeper personal understanding of the issues 
involved. Some of the most powerful realizations come from noticing disconnects 
between what someone says and what they do. Elicit stories from the people you 
talk to, and always ask “Why?” to uncover deeper meaning. Sometimes it is important 
to reframe or disrupt conventional thinking about solutions by challenging the 
commonly accepted understanding of the underlying problem. Enable people to 
explore the contradictory aspects of a problem and encourage novel solutions, 
which might shift people’s mindsets from seeing only ‘either/or’ choices to seeing 
‘both/and’ solutions.

Oversight

Monitor and review what has happened and assess changes. 

Put in place a robust process for identifying, prioritizing, sourcing, managing and 
monitoring the organization’s critical risks and ensure that process is continually 
improved as the business environment changes. Balance performance and 
compliance by ensuring that management’s actions are consistent with corporate 
strategy, reflect the culture of the business, and are in line with the organization’s 
risk profile. Understand the risks inherent in your business model, including the 
key assumptions underlying the continued viability of the mission, and agree with 
executive management on the company’s risk appetite and tolerance of failure. 
Recognize your organization’s fallibility and monitor how closely the system is 
operating relative to its performance limits, and manage any deviations as quickly as 
possible once they emerge. To achieve this, the organization must monitor its own 
performance and track how things are going. Because performance is always easier 

Spend time 
observing, engaging 
and empathizing 
with people to 
understand their 
experiences and 
motivations
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to measure by assessing whether your goals were achieved, most organizations 
employ lagging indicators that are backward-focused or ‘trailing’. However, also 
use leading indicators that are focused on future performance and continuous 
improvement. These measures are proactive in nature and report what employees 
are doing on a regular basis to ensure resilience. Importantly, complement 
prescriptive, compliance-based oversight with performance-based oversight, shifting 
the focus on the achievement of objectives rather than on the method followed to 
achieve them – i.e. don’t simply ask, “Do we have a system or process?” but “How 
effective is it?”

Hindsight

Learn the right lessons from your experience.

Invest time in learning from experience and past events. Future performance can 
only be enhanced if your organization is willing and able to change behaviour as 
a result of experience. Learning goes beyond compiling statistics about events, 
because metrics rarely promote learning by themselves. Hindsight bias is a 
psychological effect that can limit learning and create a blame culture. After the 
fact, the past, and particularly the actions of individuals, seems incredible because 
knowledge of outcome biases our judgement about the processes that led up to 
that outcome. It is very easy to be trapped into oversimplifying the situation and the 
uncertainties involved. Therefore, resist playing the classic blame game by asking 
“Who screwed up?” or “Who’s fault was it?”, but instead ask questions like “Why did 
it make sense for that person to act the way that they did at that time?” or “Could 
someone with similar knowledge and skills act the same way if they faced a similar 
situation?”. This will help uncover the situational and organizational factors that 
led to the event. Contemporary thinking around resilience places a high emphasis 
on the advantages of learning from success, as well as failure. In high reliability 
organizations, failures are rare and success is the normal state. If learning is derived 
mainly from the former, then the opportunities to improve are limited. Instead, a 
better understanding of what works well, including those situations where a good 
outcome was achieved despite threats or failures in the system, provides many more 
opportunities for learning. 

The four processes of the 4Sight model enable an organization to respond to and 
create disruptions and opportunities. Creative responses to emerging threats and 
opportunities can only be achieved by stimulating innovative ideas and new ways 
of working, drawing on multiple perspectives and interdisciplinary teams, or co-
creating with customers and consumers. The model involves generating and refining 
ideas and developing designs and prototypes. Be aware that best practices can 
never be imitated but require translation to fit your particular circumstances. To 
enable the four processes, leaders in the organization need to create safe ‘problem 
spaces’ that allow people to experiment without fear of failure. They also need to 
recognize that, whilst some changes will be successful, others may fail immediately 
or could lose their value, so they know when to abandon ideas, products or practices 
that no longer work.

Contemporary 
thinking around 
resilience places 
a high emphasis 
on the advantages 
of learning from 
success, as well as 
failure
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Combining PDCA and 4Sight 

The 4Sight methodology complements the established Plan-Do-Check-Act (PDCA) 
methodology (Demming, 1986). Whilst PDCA provides consistency (see Figure 7) and 
works well for continuous improvement of existing systems and processes, 4Sight 
provides the flexibility to deal with the big, complex issues that abound in modern 
business. Figure 7 summarizes the differences between PDCA and 4Sight. 

PDCA 4Sight

Approach Approach 

Plan (defining your policy, objectives and targets) Foresight (Anticipate, predict and prepare your 
future)

Do (Implement your plans within a structured 
management framework)

Insight (Interpret and respond to your present 
conditions)

Check (Measure and monitor your actual results 
against your planned objectives)

Oversight (Monitor and review what has happened 
and assess changes)

Hindsight (Learn the right lessons from your 
experience)

Act (Correct and improve your plans to meet and 
exceed your planned results)

Act (Respond to and create disruptions and 
opportunities)

Works well when the challenge: Works well when the challenge:

Is easy to identify and define Is difficult to agree; easy to deny

Is resolvable using current expertize and known 
solutions 

Requires new ways of thinking, beliefs, roles, 
relationships and approaches to work 

Has a definite stopping point – when the solution 
is reached and can be judged as right or wrong

Has no stopping rule – how much is enough? No 
right or wrong, just better or worse outcomes

Leader’s role: Leader’s role:

Agree goals, build commitment, provide answers Identify the problem, connect people’s interests to 
the work of solving it and ask searching questions 

Clarify roles and responsibilities Empower people to act

Keep emotions out – “we can solve this” Let people experience threat – within a productive 
range of distress

Fit solutions around current ways of working 
(culture, practices) 

Challenge norms—“we could be very different” 

Seek consensus and reduce conflict Embrace diversity of opinion and scepticism 

Focus on “making what we do better” Focus on “doing better things”

Figure 7. Comparing PDCA and 4Sight for Organizational Resilience 

A core function of leadership involves helping people understand the nature of 
the challenges confronting the organization and selecting appropriate responses. 
Einstein is reputed to have said, “If I had an hour to solve a problem, I’d spend 
55 minutes thinking about the problem and 5 minutes thinking about solutions.” 
Yet many organizations struggle with identifying the nature of the real problems 
they confront and jump straight into solutions. Many organizations fall into the 
trap of solving a problem the same way every time, particularly when successful 
results have been produced in the past and time is short. For example, a product 

“If I had an hour to 
solve a problem, I’d 
spend 55 minutes 
thinking about the 
problem and 5 
minutes thinking 
about solutions.” 

Albert Einstein
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manufacturer preoccupied with the problem of increasing sales may become 
locked into relentless subtle aesthetic or feature changes, whilst neglecting the real 
problem of changing consumer needs that will soon make the product obsolete i.e. 
they get locked into a consistency spiral without embracing flexibility (see Figure 8). 

Many problems cannot easily be resolved through technical change processes 
because the problem definition and our understanding of it evolve as new possible 
solutions are invented and implemented. Conventional, technical change processes 
do not lend themselves to rule-breaking, game-changing, paradigm-shifting 
breakthroughs. As Ackoff (1974) states, organizations fail more often because 
they solve the wrong problem than because they get the wrong solution to the 
right problem. Heifetz (1994) also notes that “the single most common source 
of leadership failure they have been able to identify in politics, community life, 
business, or the non-profit sector... is that people, especially those in positions of 
authority, treat adaptive challenges like technical problems.”

Figure 8: Blending PDCA and 4Sight for Organizational Resilience

The challenges encountered by organizations rarely occur in isolation, so leaders 
often deal with multiple interconnected issues and problems. Thus, in complex 
environments, organizations might need to improve existing processes at the 
same time as embrace innovation, change and transformation (Uhl-Bien, Marion 
and McKelvey, 2007). Therefore, PDCA and 4Sight may be better regarded as 
complementary rather than conflicting. These two approaches can be mutually 
enabling. Together, PDCA and 4Sight offer a structured framework for understanding 
and pursuing both continual improvement and innovation in ways that add real 
value to stakeholders and mitigate the impact of disruptions (See figure 8).

“Organizations 
fail more often 
because they solve 
the wrong problem 
than because they 
get the wrong 
solution to the right 
problem” 

Ackoff, 1974
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Conclusion

To summarize, the key points raised in this report:

• Organizational Resilience is the ability of an organization to anticipate, prepare 
for, respond and adapt to incremental change and sudden disruptions in order to 
survive and prosper. 

• To date, there has been a preoccupation with defensive resilience behaviours 
and not enough focus on resilience to adapt to opportunity to deal with the big, 
complex issues that abound in modern business.

• Organizational Resilience requires a holistic approach and an appropriate balance 
between preventative control, mindful action, performance optimization and 
adaptive innovation.

• Managing the inherent tensions between these distinct perspectives requires 
paradoxical thinking – moving beyond ‘either/or’ towards ‘both/and’ outcomes.

• Organizational Resilience can be difficult to recognize, implement and sustain – 
many organizations are sleepwalking into disaster or irrelevance.

• Organizational Resilience requires effective leadership and a shift in mindset – 
leaders and colleagues can use the 4Sight methodology.

• The emphasis on PDCA or 4Sight is dependent on the nature of the challenges 
faced by the organization. Getting this wrong reduces Organizational Resilience. 

• Whether you are the chief executive setting the direction of the business, or 
an individual focusing on a specific task, the 4Sight methodology will help you 
achieve Organizational Resilience.

• Those getting it right have prospered – as can be seen at Infosys, Baiada, 
NxtraData, SAP, and Ciena (see Appendix 2).

None of this is easy—and all of it takes skilled leadership and effort, as illustrated 
by the case studies in this report (see Appendix 2). In an increasingly complex and 
dynamic world, Organizational Resilience calls for leaders to be able to direct and 
coordinate change, but to do so without specifying solutions, or creating ‘top down’ 
visions and targets that might alienate the very people who can develop solutions to 
emerging challenges.

Paradoxically, therefore, executives have to manage and master the tension between 
the strong supportive leadership that people want to see during times of change, 
and the more demanding collaborative leadership that will sustain the organization. 
In leadership, as in Organizational Resilience as a whole, an increasingly volatile, 
uncertain, complex and ambiguous world calls for an appropriate balance between 
defence and progression, consistency and flexibility.

Whether you 
are the chief 
executive setting 
the direction of 
the business, or an 
individual focusing 
on a specific 
task, the 4Sight 
methodology will 
help you achieve 
Organizational 
Resilience
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Appendix 1: Approach 

This report summarizes the findings of a rapid evidence assessment (REA) and case 
studies of Organizational Resilience. First popularized in evidenced-based medicine, 
Rapid Evidence Assessments (REAs) are used to identify and evaluate claims about 
what works and provide an evidence-informed basis for managerial action. An REA 
is a tool for getting on top of the available research evidence within a relatively 
short timeframe. The review began through extensive electronic searches of the 
Thomson Reuters Web of Science platform (Indexes=SCI-EXPANDED, SSCI, AandHCI, 
CPCI-S, CPCI-SSH, ESCI). The database has global reach. A search was conducted for 
publications with the term ‘resilien*’ in the title, abstracts or keywords. The asterisk 
(*) included as a wildcard symbol to search for variations of the term resilience 
(such as resilient or resiliency). To ensure that the search was not too broad 
and remained focused on business and management research, it was limited to 
publications classified as belonging to the areas of ‘business’ or ‘management’. 

The search covered the time span 1970 to 2017. 643 articles were identified. Papers 
on resilience were excluded when they related solely to themes deemed irrelevant3. 
As a result, 264 articles were discarded. The REA was limited to the more highly cited 
publications to focus on those that were influential in business and management 
research on organizational resilience (as evidenced through their citation count). 
178 records in the data set had fewer than 5 citations and were rejected. 33 of the 
remaining articles were deemed low quality. 145 studies remained. Cross-referencing 
and additional author searches based on the included articles revealed another 36 
relevant studies, which were added. The total number of academic articles identified 
was 1813. The searches of academic literature were then supplemented by manual 
searches of Google Scholar and Google to ensure the incorporation of grey literature 
and books. A search for Organizational Resilience on Google yielded about 841,000 
results in 0.25 seconds, demonstrating the popularity of the subject and growth in 
available information.

Given the vast and fragmented information on Organizational Resilience, the final 
inclusion of sources in this REA was necessarily selective. 

Findings from the search were originally grouped into 7 research streams (see 
Appendix 3):
(1) Response to external threats 
(2) Preparedness and organizational reliability 
(3) Coping with occupational and job demands 
(4) Renewal and strategic agility and crisis as opportunity 
(5) Supply chain vulnerabilities and disruptions 
(6) Ensuring IT/IS/cyber stability 
(7) Defining and conceptualizing resilience

3.  Topics deemed outside the scope of this review include: careers; military (e.g. of recruits); infrastructure and build environment; natural 
environment and ecosystems; entrepreneurship (e.g. entrepreneurs resilience to set backs); capitalism; health care provision; the economy; 
urban systems / cities; individual resilience – e.g. to sleep deprivation; marketing and advertising e.g. brands; students; poverty reduction; 
communities; life cycle effects, financial resilience .
3 It is important to note that each of these stands could contain other articles that contribute to our understanding for OR, but they do not 
explicitly refer to OR in the title or abstract.  For example, the field of ensuring IT/IS/Cyber stability is clearly larger than the eight articles 
reported below.  However, within the scope of a REA it is not possible to run additional searches in each of the research streams, as one 
might in a full blown systematic review.
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Articles from each stream were then reviewed to identify important ideas and cross 
cutting themes. 

The review was supplemented with case studies of organizations that had been 
identified as exhibiting best practice in at least one aspect of organizational 
resilience. Interviews were conducted with leadership and senior managers 
responsible for ensuring organizational resilience. The aim is to reveal to other 
organizations some of the best practices that create Organizational Resilience. 
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Appendix 2: Case studies

• Infosys (India)

• Baiada (Australia)

• NxtraData (India)

• SAP (Germany)

• Ciena (USA)
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Combining the functions of strategy and  
risk at Infosys

An interview with Deepak Padaki, Executive Vice President -  
Corporate Strategy and Chief Risk Officer, Infosys

Infosys is a global leader providing technology services and consulting to Fortune 
500 companies, enabling clients to create and execute strategies for their digital 
transformation. Infosys employs a team of 199,000+ innovators across the globe. 

In the fast-moving world of technology services, Infosys has to stay current and up 
to date on new technology. Organizational Resilience is critical to success, “at a time 
like this when there is high disruption, a lot of change, a lot of unknowns”.

Infosys has 32 risks that it tracks at an organization level. The 32 risks encompass 
four core areas: strategy, strategy execution, operations, and external risks. 
Technology is “disrupting our own business”, especially when you look at things like 
automation technologies, which “are fast disrupting the services-oriented model 
that we’ve had for over 30 years now”. Infosys recognized the need to change the 
business model, and the failure to change the business model was one of the 
biggest risks to shareholder value: “you always have risks like business continuity, 
operational risks, fraud and compliance, but we felt the biggest risk to longer-term 
shareholder value was strategy and the successful execution of strategy.”

Infosys saw the need to change its business model back in 2008 because it 
“was more paranoid than some of our peers regarding the eventual effects of 
commoditization”, but at that time it “probably overestimated the market’s readiness 
for what we were trying to do.” However, in the last two years, it has become even 
more obvious that “the old model won’t be sustainable as it is for too long.” Infosys 
is now moving from a pure services model to a “software plus services” model to 
gain a better profit contribution and margin by means of investing in intellectual 
property. It recognizes that this change is not unproblematic, “There is a gravity of 
the whole traditional core business that lends itself to inertia. As that’s making you 
money, you are weighed down by it and it takes effort to gain escape velocity, so you 
don’t really focus on the new stuff.”

The new strategy emphasizes innovation, which was a distinct shift from what had 
been Infosys’ philosophy for the previous 20-25 years. In the past it “was running a 
services model with factory-like efficiencies, with a high amount of standardization, 
homogeneity, and high productivity.” It was recruiting 25,000 new employees from 
undergraduate colleges every year, who were trained so that they fitted into the 
process quickly and correctly. The systems in the company “were geared for scale 
and transactions, over agility, innovation, creativity and fast failure”. Now Infosys is 
moving from that to an environment where it is saying “everybody needs to come 
up with something new, and they need to innovate.” To bring greater alignment to 
operations and decision-making in the company, and lower risk to the strategies 
that it has adopted, Infosys has combined the functions of strategy and risk. Deepak 
is now “both the chief risk officer of the company looking at enterprise risk and also 
the head of strategy, because we felt that these are two sides of the same coin.” A 
core function involves monitoring “what is happening with the competition, what is 
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happening with the industry environment and with technologies, to make sure that 
the strategic choice risk itself is being mitigated correctly.” The company has shifted 
from a focus on “how you minimize risk to how you enable the business to take 
risks, because in this unknown environment you need to take some risks to get the 
return.” 

Managing “the two-sided coin of strategy and risk” works by asking strategic 
questions and discussing risk mitigation measures. For example, there was a 
discussion about what needed to be changed in the business model. Infosys needed 
to create new software platforms, so new product teams were formed, and they 
created new software. Then the question became, ‘What are the risks that new 
software will not gain in sales momentum?’ So it mitigated that risk by engaging the 
existing sales teams to sell the new software. The next question was, ‘What is the 
risk that the sales team does not have the competencies to do this?’ This provoked a 
conversation about whether the company should just retrain its existing salespeople 
or bring in new salespeople. The final mitigation was to “catalyze the existing sales 
team with of some of the salespeople who were specialized in software sales, 
including those obtained in an acquisition”.

To ensure excellence in strategy execution, Infosys has developed a corporate 
scorecard, which gives it a roadmap for the next three to five years. Various 
parameters including market penetration, operations, innovation, automation, 
people, culture, and values are captured in the scorecard. The key issue is being 
satisfied that the “new software-based services and the renewed traditional services 
are providing a platform for consistent profitable growth”. Infosys also focuses 
on system strength and process rigour, with a strong focus on safeguards in its 
contracts and business continuity. With a large number of employees, Infosys has 
“a lot of labour risks, safety risks, facilities risks, immigration risks and all kinds of 
employee-related risks”. There is also, of course, fraud and cyber security, which are 
traditional issues that Infosys addresses along with legal compliance. In the past, 
resilience at Infosys relied on “policies, procedures, enforcement and accountability”, 
but now it is seeing a move towards more analytics and agility.

One of the first things that employees came back and said was, “If you want me to 
come up with new stuff I need to be able to access the Internet freely.” In the past, 
access to the Internet was curtailed because it was thought to reduce productivity 
and increase cyber risk. However, “now we are saying of course you need to go and 
see what other people are doing, you need to part of forums outside, you need to 
have access to information on the Internet because you need to be innovative and 
collaborate.” But this change raised risk because the more open the network was to 
the outside world, the greater the cyber security threat. Infosys “struggled with this 
issue for quite some time, and finally we came up with an ‘open Internet’ policy, 
where we could safeguard some of the critical risk”. The day it opened up its Internet 
for most people to access most sites “we got a record number of cyber security hits 
on our network – it was unprecedented, but luckily none of them came through 
the firewall.” Importantly, Infosys recognized that this was going to happen and 
prepared for it. To date, Infosys thinks productivity hasn’t been adversely affected 
but innovation has improved. The open access Internet policy also “has a more 
intangible cultural benefit, which is that people just feel they’ve got more freedom 
and more empowerment to do things.” 
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The open Internet policy was just one of a series of employee-friendly measures 
that Infosys took. Another ’mindful action’ was “reaching out across the company to 
every one of our employees to make them aware of the changes that are happening 
in the company. I think the first thing we need to do is make every single individual 
aware that there is change in the air.” One successful programme was called the 
‘Zero Distance’ programme. Infosys realized that in a people-based business a major 
risk would be employees leaving if they did not appear to be part of the change, 
so the company “very consciously engaged with all the 200,000 people to try to get 
the change from within… to make everybody a change agent.” The Zero Distance 
programme sets out to challenge every single individual to do something different 
and project successes are celebrated at ‘town hall’ meetings. This approach has also 
benefitted from extremely high commitment from the CEO: “he is the one who is 
actually running these town halls. So people feel a sense of energy and awareness 
of the change that is happening.” The approach “has really brought our attrition rate 
down quite a bit, people feel engaged with the company, and so I think resilience 
starts there, with awareness.”

Infosys is also focused on external shocks, which could be natural disasters or 
macro-economic issues. “It could be US elections, it could be Brexit” or others 
things that are not under its control. For Infosys “ it is not so much about mitigation 
but more about preparedness” to ensure that the organization is prepared for the 
unknown. It has teams that do research on macro trends, on client industries, and 
on specific clients that are aligned for them and could be potentially at risk. There 
is also research on “what’s happening to supply chain models, what’s happening to 
workforces, is there a rise in marketplace and democratization of supply.” Infosys 
has “actually spawned departments that are experimenting on some of these new 
ideas. So, for instance there are labs experimenting with virtual reality and Internet 
of Things technologies. It has also created an innovation fund “where we can invest 
money all over the world into start-ups that are on the fringes of what we do.” 
These groups are “giving us a lot of pointers and indicators of what’s happening 
with business models and technologies at the fringes.” These groups help Infosys 
“anticipate what’s coming next.” 

If crisis does hit, “the most important thing is to get the cow out of the ditch.” For 
example, Infosys has a large facility with a large number of employees in Chennai, 
and “last December it was hit with unprecedented floods. Pretty much the whole 
city was down, all our centres had to be closed, we had to evacuate people, and 
we had to get them home, even though public infrastructure was in a mess and 
communication lines were down.” Critically, “every project, every account that’s 
running there, has a back-up plan, they have alternate centres, they have data 
networks that can pick up the work somewhere else and so on.” The whole incident 
was managed to “minimize the loss of life, the business disruption and the loss 
of revenue.” But in the post-mortem of what happened Infosys examined what it 
could have done better. One of the scenarios it had not imagined was that it could 
lose complete mobile communication in the city, meaning that it couldn’t fulfil 
the company objective of calling every employee to make sure they were safe. The 
company is now experimenting with various technologies to find a way of monitoring 
the whereabouts of employees during a disaster. 

Resilience for Infosys is about “built-in preparedness” to cope with events that it 
could not have predicted. Central to this is having “leadership capability that can 
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step in within 15 minutes and contingency budgets that you can give this person, 
which they are free to distribute, because you can’t wait for headquarters to give 
approval.” Interestingly, sometimes these are not the obvious leaders of these 
departments, because in an emergency situation “the established leader may not be 
the right person.” Infosys takes the same approach with strategy and innovation. If 
something is not working it asks ‘How quickly can we change KPIs? How quickly can 
we change leadership and structures without disrupting the momentum of the flow 
of operations?’ Most companies measure the performance of units and employees 
on an annual basis. But “who can predict what’s going to happen 12 months from 
now?” Goals are set for “how the world is today, but if something changes we need 
to be able to change the goals of 200,000 employees quickly, and realign the whole 
organization. That is the nirvana state if we can get there – change KPIs in say, a 
fortnight!” According to Deepak, Infosys “still has a way to go in that, but this is the 
way we are thinking.”

“Infosys is now 
moving from a pure 
services model to 
a software plus 
services”
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From Beyond compliance, balancing safety and 
efficiency at Baiada

An interview with Elaine Dickson, Chief Risk Officer, Baiada

Baiada is a privately-owned Australian company, which provides premium quality 
poultry products throughout Australia and is one of the largest chicken producers 
in the southern hemisphere. Its business operations include meat chicken growing 
and breeder farms, hatcheries, processing plants, feed milling and protein recovery. 
Products include sales of live poultry, processed chicken products and pet food. As 
such, core concerns include protecting the health of the animals and biosecurity, 
particularly preventive measures designed to reduce the risk of transmission of 
infectious diseases. Ensuring the quality, welfare and safety of its livestock and 
reducing the likelihood of potential food safety incidences is paramount. 

Baiada has focused on systems strength in terms of quality, workplace health and 
safety systems, financial risks, environmental systems, IT risks, business continuity 
plans and contingency planning. 

Baiada has reduced the level of burden generally associated with existing rules 
required to enforce compliance by implementing strategies in a way that is targeted, 
proportionate and informed, using a comprehensive assessment of risk. “You 
need to have good systems, but not be overburdened with red tape; make your 
documentation and your monitoring capture what is not only necessary but also 
streamlined. The aim is to balance operational efficiencies and resources. What 
this means is not throwing unnecessary or additional resources into the business, 
especially in our industry where the margins can be so tight that you need to have 
systems that are efficient as well as robust.” 

The evolution of processes and systems often lags behind developments in 
technology, business models and consumer trends, making them less and less fit 
for purpose. Specifically, the Baiada board recognized the need to address emerging 
risks and the need to take a “step beyond compliance.” Compliance was only one 
element of how Baiada manages risk. The board decided that it “needed to take this 
to another level and it needed someone to look at risk management systems and 
also the broader challenges faced by the business over and above compliance.”

Baiada recently appointed Elaine as Chief Risk Officer as well as recruiting a 
new Head of Compliance to look at the business and produce a holistic risk 
management strategy and to be proactive across all current and emerging risks to 
the business, “prevention rather than reaction.” Safety management had to evolve 
to remain relevant, effective and deliver the required safety outcomes. The focus 
has been on taking the business “on a journey to be more predictive to avoid the 
sudden disruptions.” The traditional prescriptive system has also matured into 
a performance-based system. This shifts the focus from asking whether or not a 
particular procedure is being followed to asking how effective it is and having an 
open discussion about potential problems. “Compliance meetings have now become 
a discussion based on the questions: ‘What are your concerns?’ and ‘What has 
happened over the last week that you need to bring to this meeting?’, so that we can 
be proactive in our approach” 

“Infosys has 
developed a 
corporate scorecard, 
which gives it a 
roadmap for the 
next three to five 
years”
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Baiada consistently gathers and analyzes safety risk information about all parts 
of its operations. For example, it is currently examining “the factors that influence 
the understanding and behaviours of people throughout the food chain, from our 
agricultural operations, through to distribution, retail and finally consumption.” 
The data gathered will be used to develop a programme to enhance understanding 
among stakeholders, right through the entire food safety chain and enhance 
the safety of the poultry products. The company also engages with experts and 
consultants to “help identify and plug gaps in our systems”. 

Baiada is also changing the way it carries out its governance responsibilities, 
particularly in relation to legal and regulatory compliance. Now that this has been 
more formalized, it leads to achieving results in a more structured and systematic 
manner.” This includes development of an effective corporate risk register, risk 
reviews and testing the effectiveness of those controls. The system will be based on 
the risk management standards, which it is hoping to achieve in 2017.

One of the core features of Baiada’s approach is assessing the performance of 
each part of the business, helping the different groups manage their safety risks 
and agreeing with the board the actions that are needed to uphold standards and 
further enhance resilience. Baiada discusses, “on a very regular basis, in structured 
and formal meetings with all key players, the need for the business to be resilient, 
the need for various managers and staff in different areas to make other areas 
aware of the issues that they’re facing, so that we can adapt to any possible risk or 
change that may affect another area.” 

Baiada is continuing to make more informed decisions about the safety outcomes 
that “we and the industry should aim to deliver to better manage the risks 
across the sector.” It monitors “what the industry is doing in Australia, how we 
are performing within that industry, what’s occurring to the other players, what 
the market is doing, and adjusting the strategy… as well as learning from what 
happens within other organizations. For example, “there was a recent incident 
in a competitor’s processing plant in another state, so we immediately sent out 
a directive to all our relevant people to ask them to check the same system that 
caused the competitor’s issue. We were looking at the overall system anyway, but the 
extra checks highlighted a few other areas where we can make improvements.” 

Elaine says that the key to Organizational Resilience is “getting the right people 
in the right roles. I think that’s just such a key to any organization’s success.” She 
continues, “I just know that our people are the key to the success of this business, 
right from our executive management down to the senior management and the 
people on the shopfloor.” The key is, “start them off right, train them properly, reward 
them appropriately and hold them accountable”. She suggests that one of the keys 
to success at Baiada was the ability to grow and “remain big, but still keep that small 
business feel that we’ve always had.” 

“For Infosys, it 
is not so much 
about mitigation 
but more about 
preparedness”
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Minimizing the impact of disruption to the 
customer at NxtraData

An interview with Neil Pollock, CEO, NxtraData

NxtraData is a cloud and IT services company. It is the largest Indian-owned 
and Indian-operated data centre managed services company. “We provide IT 
infrastructure to enable businesses to conduct business, to serve their own 
customers.” 

Nxtra Data offers an integrated portfolio of data centre managed services, including 
both domestic and international network connectivity. It has three core product 
lines: Co-location, Managed Services, and Cloud, and within these lines it offers a 
number of different products and services. NxtraData serves around 240 customers, 
which span different sectors, including government agencies, telecommunications, 
ecommerce, IT, and manufacturing firms. “We’ve got the full gamut of size and scale, 
as well as industries”. 

Resilience is critical to NxtraData because, “when you decide to take a service or a 
product from us, you’re entrusting your IT operations to us.” NxtraData manages the 
infrastructure that’s running its clients’ business, “the billing engine, the customer 
relationship management engine, ERP, the order book, whatever.” The worst-case 
scenario is a data centre that becomes ‘blacked out’ and clients are unable to 
access their own infrastructure. 

The company is very clear that at “the foundation of everything we do is the 
customer” and it has developed processes to ensure that across the organization 
“we ensure every possible mitigation for things that can disrupt our business and 
our customers’ business.” Therefore, at NxtraData “resilience is geared around 
minimizing the impact of disruption to our customer.” 

“From something as simple as a battery failing to take up the load during a power 
outage, through to an earthquake crushing a building, we’ve got to have a plan, a 
policy or a way of doing business that caters for all levels of disruption. There is an 
absolute process that we follow in order to address a disruption in the business, and 
so our business resilience is entirely built on the processes that we have in place to 
address the disruptions as and when they occur.” Fundamentally, “ if resilience is not 
in your blood then you won’t be in this business.”

Whilst many organizations might see being based in India as a challenge to 
resilience, NxtraData sees it as an opportunity. “There’s not one day that goes 
past where we don’t have a disruption”. This means that it constantly sharpens its 
systems and processes and it ensures that resilience is a core priority at all times. 
“Every time we think we’ve reached a comfort zone, every time that we think that 
100% uptime is just part of the norm and the way we do business, the good Lord 
sends something our way to make sure that we realize that He’s actually in control 
of things, not us.”

NxtraData “systematically stress tests” its systems, “which means that every quarter 
or every month, or whenever it’s required, we undertake activity to simulate 
disruptions in our business… it becomes part of our everyday routine.” NxtraData 
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simulates low probability events, even those with “less than 0.01%” chance of 
occurring, “just to make sure that the disruptions we meet every day, don’t become 
the only things that we worry about”. 

Because NxtraData deals with disruptions every day, it is “able to dream up 
disruptions that we haven’t seen or heard of, and think through what we would do 
if that happened.” The ability to anticipate problems and adapt to issues is also 
enhanced through diversity, which has three aspects: diversity of age, diversity of 
background and the open culture. It’s “a fantastic mix of people from completely 
diverse backgrounds, IT and telco. They’re technology-oriented but they’ve got very, 
very different ways of thinking and their brains are synapsed in very, very different 
ways.” There are also people “fresh out of school” and more experienced employees 
in their 40s. A key cultural strength is the ability “to tell anyone what you’re thinking 
or if you have a concern or a worry.” Neil states, “I don’t care what level you’re at in 
the organization or how far away you think you are removed from me, if you have 
something that you think is important then you come and tell me. If you’re not being 
listened to, then it’s okay for you to come and tell me.”

Organizational Resilience is “ in the DNA” of NxtraData: “Our employees know that 
everything they do on a daily basis determines their safety, the welfare of their 
family, the welfare of our customers and our brand. Whilst, “there is no excuse for 
not following a process… what I have discovered over many, many years of working 
in business and in the military is that it is very rarely the individual who we can 
“blame” for something; it is invariably a gap in the process – invariably.” 
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Systems and process resilience at SAP

An interview with Michael Wiedemann, Vice President Data Protection Operations, 
SAP

SAP is a world leader in enterprise applications in terms of software and software-
related services. It offers interface and cloud options in addition to traditional, 
on-premises services. As an IT company, which is responsible for running systems 
for more than 300,000 customers worldwide, data security is a major threat to 
organizational resilience at SAP. “Our worst nightmare, one I have almost every 
second night, is a headline stating that we somehow compromised data of our 
customers.”

This is not only due to penalties imposed by the authorities, but more importantly 
“we would lose the trust of our customers.” The majority of SAP’s customers have 
their own IT systems and given SAP access for remote support, “they open the door 
and we can see almost everything.” It’s “a huge responsibility” as customers “trust 
us entirely with what could be incredibly sensitive information”. When you log onto 
a customer’s system “you have to know what are the do’s and the don’ts? What 
data aren’t you allowed to change on a customer’s system? If you have to do it, how 
would you do it?” 

To help safeguard data, SAP was an early adopter of management systems in the 
late 80’s, specifically ISO 9001 on quality and ISO 27001 for security. Consequently, 
SAP added a management system for data protection – based on BS 10012 – to its 
certification landscape in 2010. All these management systems “have one thing in 
common, which is the cycle of the management system, it’s plan, do, check, act, 
four easy points.” These management systems are essential for a company with 
more than 80,000 employees because, “the weakest factor in the security and data 
protection chain is always the human element”. Central to the SAP approach is the 
need for employees to follow guidelines so that everybody knows the procedure. 
However, with regard to training “ if you wait, say, two weeks and then ask them… 
80% is already forgotten and 20% is not really clear.” The critical task is to keep data 
protection on the agenda, “you have to raise the awareness and you have to keep it 
high, and the only way to do that is to constantly show up and do something  
about it.” 

It is not possible for every employee to know all the legislation, “so you have to 
translate it and you have to simplify it, and that’s what we did.” SAP produces work 
instructions - one-page summaries of “key do’s and don’ts”. These are written 
specifically for different functions such as marketers, developers or support people 
because these groups have different challenges and different learning styles. 
The work instructions are the “only thing they need to know. If they follow these 
guidelines they are good.” With sales staff, who are regularly on the road, SAP 
changed their training and made critical information available on mobile devices, 
“so they could use it whenever they wanted, whenever they had the time.” One 
specific challenge is installing the same standards with the staff of partners and 
acquired firms. Therefore, organizational resilience is an important consideration for 
the post-merger integration (PMI) team. When the PMI process starts, “first of all we 
want to learn what is their security standard, then we compare it with our security 
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standard… we have to ensure that their standard is at least as high as the SAP 
standard, otherwise we cannot keep our promise to our customers.” 

Data protection representatives are responsible for keeping awareness high during 
the year, not only once a year when they participate in ‘town hall’ meetings. They 
have to have a project plan at the beginning of the year outlining what they want to 
do during the year until the end of the year. Recruitment of the right people to be 
representatives is a critical priority, “we go to the top management, say we need to 
fill in a position… then they come back with names, and then we go over the names 
and we jointly decide on the best candidate”. Representatives have a variety of 
backgrounds, from managers to lawyers to technicians. But, critically, they all have 
the social skills to keep organizational resilience on the agenda. 

Procedure control is a legal requirement for data protection in Europe, and will 
be heightened with the General Data Protection Regulation (GDPR) in May 2018. 
Whenever “you want to set up a new process where personal data are processed, or 
touched at least, or made visible or used, whenever you do that, then you have to 
ensure that this process follows certain guidelines”. At SAP, “everyone has brilliant 
ideas every day, and these ideas have to have a data protection check.” This is where 
innovation can conflict with compliance. It could “take us ages – weeks, months, 
to check each tiny new process, to really look at the detail and find out whether or 
not this is compliant.” This kind of process control doesn’t work because the checks 
would “slow down the company”. 

The way SAP overcame this problem was with a procedure enrolment tool (PET) 
introduced to help make users responsible for doing their business. Now, “ if 
somebody comes up with a new idea, we let them know, we train them, we have all 
the information at hand and say, okay, these are the do’s and the don’ts. That’s what 
you can do and that’s what you cannot do.” The tool “provides critical information 
and asks important question and ensures that decisions are documented.” So what 
“you have to do, and it’s not that complicated, you have to train the people. You 
have to explain what they have to look at whenever they design something new, and 
what they have is experience. This way the central team can focus on second level 
support, and can use their expert skills for really complex issues, but the day-to-day 
business, the day-to-day questions can be judged by the business.” 

SAP performs about 150 to 200 internal audits every year as well as external audits. 
Sometimes it’s a pure data protection audit, sometimes it’s a combined audit, “ if we 
work together with other management systems like security or quality and they do 
audits maybe for quality, then we add just our data protection piece to those audits, 
but most of the audits are done purely on data protection”. When “we go into the 
different locations, we ask the people, have you understood what is important about 
data protection and security?” The audits are compliance based, because we have to 
be compliant with all the legal requirements around the world. It’s made easier for 
the employees that we have these work instructions, and so what we check on is the 
compliance to the work instruction. It’s data protection behaviour.

The SAP management systems undergo constant improvement. Whenever “we do 
an audit we always – I would say always – have findings. We see there are things 
that need to be improved.” SAP also constantly monitors mitigation strategies. 
Next, it looks for any particular trends and patterns across findings from across the 
organization and has regular meetings with board members to report those findings. 
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SAP “has to look actively for disruptive events: what could happen, what could 
endanger your business, the way you do business? Then you have to adapt.”

Despite a focus on internal processes, SAP also has to keep abreast of big changes, 
which are often driven by customer demands, “we have to watch the customer 
market, we have to watch what the customer needs, and then we have to react to 
that.” 

Another good example of changing early has been in relation to data protection 
regulations. Specifically, SAP customers were becoming increasingly concerned 
about the data protection policies in so-called ‘not secure countries’. In these 
jurisdictions, SAP could rely on local law and legal requirements to ensure the 
security of personal data. In response, SAP invested in building a specific European 
support organization for its European customers who wanted to make sure that 
their data didn’t leave European borders. They also redeveloped clauses with their 
business partners in ‘not secure countries’ to ensure they did everything that is 
required to protect the data. “We reacted much earlier than everybody else because 
we were listening to our customers, we were observing the market and we were able 
to proactively change the way we offered support to our customers.”

SAP is now ahead of the game with regards to the General Data Protection 
Regulation of the EU, which will come into force in May 2018. The regulation 
will require every company in Europe to have something like a data protection 
management system: “Many of them follow what we had in the past, so it’s minor 
changes for many of those requirements, but some of the requirements are pretty 
new, and now we all have to come up with new ideas.” 
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Engaging with customers, with velocity and 
integrated systems at Ciena 

An interview with Mark Stevens, Corporate Social Responsibility Director, Ciena

Ciena Corporation is a network strategy and technology company known for its 
commitment to customer success. With nearly 25 years of industry leadership, 
supporting more than 1,300 of the world’s largest, most reliable networks, Ciena’s 
technology success is complemented by a high-touch consultative approach to 
business. 

Ciena is committed to developing and applying technologies that facilitate openness, 
virtualization, automation, collaboration, and a common experience. Technologies 
that offer the greatest degree of choice deliver the most rewarding customer 
experiences and business outcomes. Ciena’s inspiration to innovate comes directly 
from the dynamics of each customer’s business and network. Ciena engineers 
have received over 2,000 patents, representing a diverse range of inventions and 
contributing to customers’ continued success. 

Ciena’s deep expertise in packet and optical networking and distributed software 
automation helps it to deliver solutions for next-generation networks. The company 
enables high-scale, programmable networks that can be controlled and adapted by 
network-level applications, and provides open interfaces to co-ordinate computing, 
storage, and network resources in a unified, virtualized environment.

Ciena employs approximately 5,500 people globally and is a leader in many of the 
markets it serves. 

Ciena’s corporate social responsibility director describes Organizational Resilience 
as an insurance policy that takes away, “as much of the risk as you can, but doing 
it in a way that is actually pragmatic and cost-effective.” It’s about “taking steps to 
ensure that you don’t actually have the issue or the risk being realized in reality”. 
It is important to acknowledge that “we can never totally remove risk, that’s reality, 
but you can plan around minimizing that risk.” This requires varying degrees of 
proactive work and preparatory risk assessment. Whilst “management review, audit 
protocol and testing are the mechanics of Organizational Resilience”, the most 
important aspect is the empowerment of people. “We have a fantastic response to 
our customers, we will work together to make them successful, and proactively make 
adjustments if there’s something that doesn’t work.”

Ciena has a common set of goals and five core values: customer first, velocity, 
innovation, outstanding people and integrity. Customer first is fundamental because 
“we’re only here for one reason, customers value.” The values enable employees to 
have a shared understanding across cultural differences and different countries. 
There is zero tolerance or variation from the core values, because it’s the “DNA of 
Ciena”. The values are embedded in the performance appraisal process, which are 
partly objectives based and partly focused on “how you lived up to the values”. 
Ciena also takes measures to ensure that their supply chain “supports and shares 
our own values and ethical behaviours”, thereby ensuring that “we actually do things 
in the right way at the right time to ensure our customers view us correctly”. 
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The expression Ciena-time sums up the company’s focus on velocity and the need 
to move quickly and efficiently to meet customer needs. It means “expeditiously 
implementing improvements in the way we do things basically, and responding 
quickly to address issues as they arise.” The cultural aspect of resilience is enhanced 
because “anybody can go and talk to the CEO of the company, there are no barriers. 
This means that “...if somebody has an issue or a concern, they can bring that 
concern straight to the top if needed.” At Ciena “It’s all about the people. We make 
sure our people feel that there are making an impact and that they are recognized 
for their accomplishments.” 

Ciena believes in transparency and building customer intimacy with its clients. 

Every year the company opens up its R&D facilities and hosts around 1,500 customer 
representatives over a four or five week period. The approach “ is literally opening 
the kimono.” The customers can see demonstrations in Ciena’s labs of not only of 
the existing products but they also can discuss new leading edge, and in some cases 
‘bleeding edge’, innovations still in development. They also have the opportunity to 
meet with senior Ciena leaders and engineers during their visit. 

Ciena manages to find a balance between progressive and defensive concerns. The 
key is its robust management systems and integrated processes, “ in essence the 
whole thing’s done the same way.” Certification to standards is just recognition that 
we are doing the right thing. The key success factor is “being focused, planning and 
responding… but keep it real because going over the top unnecessarily creates a 
burden which you will take a long while to recover from at a later point.” That is, 
“just make the system appropriate to what you’re doing and make it work for you…. 
make it effective and pragmatic.” Having a certification partner that adds value is 
important, someone who “prompts you and asks those teasing and challenging 
questions”. Transparency to the outside world is also critical and, as such, Ciena will 
publish a corporate CSR report for the first time this year.

Ciena manages systems and processes at both a regional and a corporate level. 
Regional Environmental Health and Safety (EHS) committees are empowered to deal 
with issues and make decisions at the local level as needed. Naturally, employee 
representatives sit on the committees because Ciena “wants to make sure that 
however good we think our management system approach may be, we’ve got to 
make sure that it’s grounded in reality, and believe me, the best way to ground 
something in reality is to include the employees as part of that process.” The 
regional committees have a coordinator to ensure that processes are consistent and 
robust. They also have a strong audit regime, steering groups and annual review. 

The company also uses risk-profiling tools to help understand geographical or 
geopolitical risk. A third party is leveraged to help monitor Ciena’s regulations from 
an EHS point of view all around the world. Supply chain risk is a particular area of 
focus, given that Ciena has a totally outsourced supply chain. The greatest exposure 
is when there’s a single supplier, so the company looks to second or multisourcing. 
Sometimes unexpected events impact the supplier base, which is located in many 
different countries around the world, sometimes in areas prone to natural disasters. 
When unexpected events arise Ciena reacts quickly. For example, when disaster hit 
the Philippines, Ciena flew out a quickly assembled response team to support the 
relief effort. It recognized that getting the telecom network working was critical to 
the rescue effort. 
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Additionally, the company has a structured internal corrective action process, 
which is driven by audit findings (internal and external) and ‘hot events’. That is, 
“things which cause you to take stock, the real surprise situations”. Despite having 
effective processes and governance regime, unexpected events do happen. “When 
those things occur it tends to be multiple events happening at the same time. But 
thankfully they are very rare and few and far between.” When these events do occur 
there’s a structured checklist Ciena goes through to see “what could have been done 
differently, if anything, to actually protect us in the future.” 
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